
                                                          

ADDENDUM NO. 1: TENDER NUMBER KSMS/PROC/020/2016-2017 FOR SUPPLY, INSTALLATION, TESTING AND COMMISSIONING 

OF EMAIL & DNS BASED SECURITY SOLUTION. 

The addendum is made to offer clarification sought by a prospective bidder and it forms part of the Tender Document already advertised 

and is issued in line with Section 75 of the Public Procurement and Asset Disposal Act 2015. 

The Procuring Entity wishes to make the following clarifications for the tender for Supply, Installation, Testing and Commissioning of 
Email & DNS Based Security Solution: 

SNO Section Page No Specifications  Clarifications Sought KSMS RESPONSE 

1 

5.2 
PARTICULARS 
TECHNICAL 
SPECIFICATION
S 

20 

The Solution should then through 
applicable licensed features provide 
for the inspection of all email traffic 
as it traverses the KSMS network by 
first forwarding all incoming and 
outgoing email traffic to the ESA for 
inspection of spam, viruses, 
malware, phishing, bots etc. prior to 
being released to the KSMS email 
network or to the public internet. 

Please elaborate on the Following  
1. IS KSMS looking to implement the Email 
security solution as appliance based or soft 
Appliance based.  
2. IS KSMS looking for mailing security solution to 
be implemented in HA or standalone.  

1. KSMS is looking to 
have an appliance 
based 
implementation 
2.  to be 
implemented as 
Standalone 



2 

5.2 
PARTICULARS 
TECHNICAL 
SPECIFICATION
S 

20 

KSMS is looking to solve the 
challenge of inspecting and securing 
legitimate incoming and outgoing 
email traffic and preventing 
illegitimate traffic from originating 
from the enterprise network to the 
internet as well as mitigating foreign 
and local hosts that have potential 
malware infections that may be 
responsible for the origination of 
spam that frequently results in the 
frequent black listing of KSMS’s IP 
Address Ranges. 

Please elaborate on the Following  
1. What is the Mailing solution used by KSMS? 
2. Is the mailing solution hosted on premise or 
cloud based? 
3. What's the make and model? 
4. Is the mailing solution configured in HA(High 
Availbility) or standalone? 

KSMS intends to 
procure a solution to 
inspect our current 
incoming and 
outgoing emails. 

3 

5.2 
PARTICULARS 
TECHNICAL 
SPECIFICATION
S 

20 

KSMS is looking to solve the 
challenge of inspecting and securing 
legitimate incoming and outgoing 
email traffic and preventing 
illegitimate traffic from originating 
from the enterprise network to the 
internet as well as mitigating foreign 
and local hosts that have potential 
malware infections that may be 
responsible for the origination of 
spam that frequently results in the 
frequent black listing of KSMS’s IP 
Address Ranges. 

If KSMS is having cloud based email service, Is 
KSMS looking for cloud based email protection 
solution as well.  

N/A 

 

 

 



4 
5.2 PARTICULARS 
TECHNICAL 
SPECIFICATIONS 

20 

To implement Quality of Service (QoS) by 
applying bandwidth limits and 
prioritization. Using traffic shaping, 
allocates resources to different traffic types 
to improve the performance and stability of 
latency sensitive or bandwidth intensive 
network applications 

The defined specifications and 
requirement cannot be met by Email 
Security Appliance or DNS based 
security solution. The scope of Email 
Security appliance is limited to email 
traffic and DNS Security is for the 
protection of Enterprise from Access to 
malicious domains and websites. 
Please confirm if this functionality 
needs to be configured on 
router/firewall. If Yes please define 
whats the existing firewall and existing 
router. Please define their make and 
model.  

The DNS solution is meant to 
give KSMS advance protection 
by complementing the email 
security solution and our 
current web security solution. 

5 
TABLE- Remote 
Management 
Protocol 

23 
Remote Management Protocol 
CLI, HTTP, HTTPS, SSH, TELNET 

Please explain how KSMS is intending 
to manage the Email Security solution. 
Does KSMS wants bidder to quote for 
management appliance/software  to 
manage the email security solution. 
Please confirm. 
If software option is proposed for the 
same, it is assumed that hardware , 
VMware etc. will be facilitated by 
KSMS. Please confirm  

The need for the management 
appliance depends on the 
bidders proposed solution. 

6 
TABLE-
Management 
(DNS) 

23 

Management (DNS) 
Centralized location-based policies & 
customizable block lists and pages 
Granular control per internal network 
Active Directory integration 

Please explain the following 
a> How internet is currently used by 
KSMS.  
B> How is the DNS resolution currently 
happening in KSMS. 
C> Does KSMS has existing on premise 
recursive DNS. If yes please provide 
details of the same.  
D> Is KSMS looking for active director 

This requirement is basically 
asking for a centralized way of 
managing our DNS based 
policies leveraging on Active 
Directory.  



integration of user with DNS security 
solution to facility user level contextual 
information of various threats.  

7 TABLE-Licensing 23 

Licensing 
During the warranty period, Licensing 
should ensure all the above functionalities 
are covered. The vendor should indicate the 
license type e.g. essential, premium etc. 

Please define whats the warranty 
period, 1 Year, 2 Year 3 years or 5 
Years.  

Hardware Warranty period is 
as per manufacturer while 
feature licensing should be for 
3 years. 

8 
PRICE SCHEDULE 
FOR GOODS 

25 
2 
Proposed Maintenance/ SUPPORT cost 
after warranty period 

We assume that KSMS is looking for 
remote support from Bidder for the 
products deployed. Please confirm  

This should be a draft for our 
review but should not 
constitute the tender sum. 

9 
TABLE-Spam 
Blocking 

21 

The appliance should be configured to keep 
compromised machines or accounts from 
getting KSMS on email blacklists by making 
use of outbound ant spam and antivirus 
along with outbound rate limiting.The 
appliance should also be configured to 
control outbound messages through DLP 
and email encryption in order to protect 
messages while in transit 

How is KSMS intent to implement 
email security for encrypted emails? 

The tender document has 
asked for a solution that will 
handle security for encrypted 
emails.  Kindly indicate the 
same in your offered solution 

10 
PRICE SCHEDULE 
FOR GOODS 

25 
Supply, Installation, Testing & 
Commissioning of Email & DNS Based 
Security Solution 

Please elaborate the type of OEM 
support required for DNS based 
security solution  
24X5 email based support with 2 hour 
response time  
24X7 support for P2,P3 tickets with 30 
Minutes response time 
Dedicated TAM for support resolution 
with 30 minutes response time.  

Indicate your proposed 
support criteria in your draft 
SLA. 



 
All other terms and conditions of the Tender remain the same. 
 
PROCUREMENT MANAGER 

KENYA SCHOOL OF MONETARY STUDIES. 

11 
Notes on 
implementation: 

24 

In light of this, the vendor should point the 
ESA’s DNS to the OpenDNS secure recursive 
DNS, and provide a native API based 
integrations with 3rd party vendors 
providing perimeter security The vendor 
must therefore include license or 
subscription to OpenDNS for 500 users and 
also secure guest internet access during the 
warranty period. 

Please elaborate on the perimeter 
security devices KSMS currently has 
with which API level integration is 
desired.  

Details to be discussed during 
implementation 

12 

STAGE 3: 
Technical Capacity 
to Deliver the 
Equipment 

27 
Number of years in Networking Systems. 
5 or more years: 10%. 

Since the project is related to security 
deployment, Security experience 
should also be considered.  

Refer to provided criteria 

13 

STAGE 3: 
Technical Capacity 
to Deliver the 
Equipment 

27 Additional  

Request KSMS to consider OEM 
partnership level also as one of criteria 
of successful support and deployment. 
Request addition of following Criteria  
1> OEM Partnership  
a>Gold Certification or above with 
Partnered OEM ---10 Marks  
b> Silver - 8 Marks  
c> Premier/Reseller - 5 Marks 
1> Specialized Security Accreditation 
with OEM Proposed  
a> Advanced and Above - 10 Marks  
b> Professional/others - 5 Marks  

Refer to provided criteria 


